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Release Version 1.3 

Release Date: 12/08/2025 
1. User Management Enhancement 

• Add support to allow multiple roles assignment to a single user. 
• Allow revocation of one or more roles from a user. 
• Added rule to include “Comm_Tool_” as prefix to all role names.  

 
2. Improvement in Orchestration process 

• Backend enhancement – Save serial number during orchestration 
process. 

• UI – Displays a message to when orchestration is completed successfully. 
• Logs – Updated to reflect the new changes/data in the logs. 
 

3. UI Improvements 
• Enabled footer links. 
• Add Support contact information. 
• Modified the header icons and links. 
• Update pop-ups to be consistent across the application. 
• Updated the UI for Re-Discovery feature by adding icons and tooltips.  
• Added deletion notification when deleting instance from gateway. 
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Release Version 1.2 

Release Date: 09/04/2025 
 

1. Role Based Access Management 
Introduced RBAC (Role Based Access Control) framework to enhance 
system security and streamline user management. 
• Users are now assigned roles (e.g., Admin, Editor, Viewer) that define 

their access privileges. 
• Access to modules/screens and operations is governed by role 

permissions, ensuring compliance and least privileged access. 
 

2. User Management 
• Administrators can now search for a user and view their role and access 

levels. 
• Admins can now add new users and can assign appropriate role directly 

through the user management interface. 
 

3. Orchestration Logs 
• Added orchestration logs that capture and display each orchestration and 

deletion run as a complete, end-to-end transaction. Users with the right 
access/role can now view orchestration details directly within the interface. 

 
4. Orchestration Profile Version Management 

• The tool now supports a new profile (v2) structure which includes separate 
Answers and Prompts sections. This change improves orchestration 
accuracy and compatibility by performing bit-to-bit comparison in the 
backend. 
 

5. UI Improvements 
• Added release version to the UI 
• Added indication that search was in progress when searching for device 

ID. 
• Added a note showing the Device ID has been modified. 
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Release Version 1.1 

Release Date: 03/17/2025 
 

1. IOT platform Support 
• Allow empty folders and directories 
• Auto uploading specs and profiles to storage 
• Stopped maintaining a message broker 
• Added support for new config point 

 
2. Updated UI 

 
 

Release Version 1.0 

Release Date: 02/06/2025 
Initial release 
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